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Introduction

This document is an attempt to remove all the waffle and try to give you the basic understanding to
set up a basic MOTOTRBO™ [P Site Connect system. The system may however still need some
tweaking regarding RSSI levels, delays and beacon lengths once operating. For more in-depth
information, refer to Motorola’s IP-Site-System-Integration document and System Planner. The
purpose of this document is however, to get the basic system running first.

IP Network Requirements

The IP backbone network can be a dedicated network or an internet connection provided by an
Internet Service Provider (ISP). ISPs provide a range of technologies such as dial-up; DSL
(typically ADSL); Cable Modem; broadband wireless access; ISDN; Frame Relay; Satellite etc. The
connection cannot use a dial-up connection (due to small bandwidth) or Satellite (due to large
delay).

The ideal end-to-end system delay must be less than 254 milliseconds.

Sufficient bandwidth must be made available by the IP Network and the packet loss; latency and
jitter must be within the limits. Calculate the minimum system bandwidth required using the below
guide and if using a device like ADSL you will need a guaranteed quality of service connection
from your ISP (Table 1).

The master repeater requires a static IP address. Peer repeaters can use a dynamic IP address. A
defined UDP port must be opened on all devices across the IP network which is responsible for
routing (e.g. ADSL modems; routers etc.) or firewall protection. The router and/or firewall's user
manual will give further guidance on this.

If the Master repeater is connected to the IP Site Connect network via a router or (ADSL modem),
the internet service provider or network administrator has to allocate a static IP address to the
WAN port of that router/modem. A static IP address on the internet is expensive and one way to
solve this is to use VPN to connect the sites — some routers have VPN built-in.

When a Peer device registers with the Master repeater, the return IP Address and UDP Port of that
Peer device is supplied as part of the link establishment process. This IP Address and UDP Port
must then be made available by the IP Network to all other IP Site connect devices on the IP Site
Connect System.

The IP Network must not use a Proxy server which redirects a user to a login page before
connecting to the internet.

We have found that using fixed (static) IP addresses is easier than using dynamic addresses
(DHCP) due to the reduced complexity of configuration.

Always design the system so that there is a minimum of one unmanaged Ethernet (LAN) port to
connect the repeater to the broadband, ADSL or other connectivity devices, this allows for easy
connection of a laptop to service the equipment (such as setting up the connected devices IP’s and
pinging the devices), and will safeguard unnecessary plugging in and out of patch cables and the
outside chance of forgetting to reconnect or worse still damage the patch cable and or connectors.

Please note that if connected via an ISP or using a VPN, then a managed router is mandatory.
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Bandwidth Calculations

The following examples show the bandwidth calculation and values for a standard IP connection

with no VPN.

BW,c = 15 kbps = Bandwidth required to support Wide Area Voice or Data (per slot)

BW_u = 6 kbps = Bandwidth required to support Link Management
BW r = 3 kbps = Bandwidth required to support Master Messaging
BWro = 55 kbps = Bandwidth required to support RDAC* commands

Example 1: Master & 4 Peer Repeaters with both slots linked with no RDAC*

Number of Wide Area Channel Peers? for Slot 1 4 | BWyc | 15kbps | 60kbps
Number of Wide Area Channel Peers? for Slot 2 4 | BWyc | 15kbps | 60kbps
Total Number of IP Site Connect Peers? 4 | BW.um 6kbps | 24kbps
If Master, Total Number of IP Site Connect Peers? 4 | BWpR 3kbps | 12kbps
RDAC" Traffic 0 | BWgp | 55kbps Okbps

Required Minimum & Guaranteed Uplink/Downlink Bandwidth | 156kbps

Example 2: Master & 4 Peer Repeaters with both slots linked
sites and with RDAC"

on two sites, slot 2 linked on three

Number of Wide Area Channel Peers” for Slot 1 2 | BWyc | 15kbps | 30kbps
Number of Wide Area Channel Peers? for Slot 2 3 | BWyc | 15kbps | 45kbps
Total Number of IP Site Connect Peers? 5 | BW.y | 6kbps| 30kbps
If Master, Total Number of IP Site Connect Peers” 5 BW r 3kbps | 15kbps
RDAC! Traffic 1 | BWgp | 55kbps | 55kbps

Required Minimum & Guaranteed Uplink/Downlink Bandwidth | 175kbps
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Using VPN adds some overhead (i.e. extra bandwidth needed) to maintain the connection and to
support encryption.

BW,c = 23 kbps = Bandwidth required to support Wide Area Voice or Data (per slot)
BW_u = 5 kbps = Bandwidth required to support Link Management

BW r = 4 kbps = Bandwidth required to support Master Messaging

BWro = 64 kbps = Bandwidth required to support RDAC* commands

Example 3: Master & 4 Peer Repeaters with all time slots activated for interconnect with no RDAC*

Number of Wide Area Channel Peers? for Slot 1
Number of Wide Area Channel Peers? for Slot 2
Total Number of IP Site Connect Peers?

If Master, Total Number of IP Site Connect Peers?
RDAC? Traffic

BWyc | 23kbps | 92kbps
BWyc | 23kbps | 92kbps
BW u 5kbps | 20kbps

BWs 4kbps | 16kbps
BWgrp | 64kbps Okbps
Required Minimum & Guaranteed Uplink/Downlink Bandwidth | 220kbps

(@RI R

Example 4: Master & 4 Peer Repeaters with selected time slots activated 2 * 1 WAC® & 3 * 2 WAC?®
for interconnect with RDAC* (Figure 1)

Number of Wide Area Channel Peers? for Slot 1
Number of Wide Area Channel Peers” for Slot 2
Total Number of IP Site Connect Peers? BW.w | 5kbps| 25kbps
If Master, Total Number of IP Site Connect Peers” BWr 4kbps | 20kbps
RDAC" Traffic 1 | BWgp | 64kbps | 64kbps

Required Minimum & Guaranteed Uplink/Downlink Bandwidth | 224kbps

BWyc | 23kbps | 46kbps
BWyc | 23kbps | 69kbps

O WwWiIN

RDAC is an optional MOTOTRBO Repeater Diagnostics and Control application
Peer does not include self.

WAC /s Wide Area Coverage

LC is local; no link slots selected

AW N~

Note: The above tables with automated calculation in Excel, are included on the ARD CPS disk,
and are available for downloaded from the ARD download site.
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Figure 1
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Wireless Broadband and MOTOTRBO

It is possible to provide IP connectivity between sites using a Motorola Point to Point Wireless
Broadband link. The below drawing and screenshots show a three site IP Site Connected system
using such a broadband connection (the Motorola PTP300). Connectivity between the two devices
is buffered by a simple Ethernet Unmanaged Switch.

;o

A I
I
Site 2
Site 3
Site 1
Figure 2
Radio Both
Device ID Radio IP Master IP Ethernet IP Gateway IP DHCP
Master 1 192.168.10.1 0.0.0.0.0 196.168.4.101 192.168.4.254 x
PTP300 N/A N/A 196.168.4.200 192.168.4.254 x
Peer 1 2 192.168.10.1 196.168.4.101 196.168.4.11 192.168.4.254 x
PTP300 A N/A N/A 196.168.4.201 192.168.4.254 x
PTP300 B N/A N/A 196.168.4.202 192.168.4.254 x
Peer 2 3 192.168.10.1 196.168.4.101 196.168.4.12 192.168.4.254 x
PTP300 N/A N/A 196.168.4.203 192.168.4.254 x

Radio UDP Port = 50000

NOTE: The IP addresses in the DR3000 and the PTP300 example starting with 196 are routable
(public); you should consider changing these to something starting with 10 or 192. The same goes
for the other diagrams.
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The below screenshots show the PTP300 configuration settings

Site 1 PTP300 configuration settings

This page cortrols the LAN configuration of the PTP wireless unit

1P Address 196 168 4 . 1200

Subret Mask 255 255 255 0

Gatoway P Address 196 168 |4 | 254

Uze VLAN For Management interfaces  No VLAN Tagging |

Data Port Auto Negotiation () Disabled (=) Enabled
(%1100 Mbps Full Duplex

Data Port Auto Neg Advertismert IXJt00NMmm t Ol
(<110 Mbps Fut Duplex
(%110 Mops Halt Duptex

Dats Port Auto Mdkx () Disablod =) Enabled

Data Port Wireless Down Alert (2) Disabled () Enabled

L Submit Updated System Configuration || Reset Form |
Figure 3

Site 2 PTP300 configuration settings

This page cortrols the LAN configuration of the PTP wireless unit

Aributes ___Jvee _ Junits

IP Address

Subret Mask

Gateway IP Address

Use VLAN For Management interfaces
Data Port Auto Negotistion

Data Port Auto Neg Advertisment

Data Port Auto Mcix
Data Port Wireless Down Alert

196 168 | 4 | 201
255 1255 255 0
196 168 4 | 254
No VLAN Tagging v
(O Disabled (%) Enabled
(%]100 Mbps Full Duplex
(%1100 Mbps Halt Duplex

[“110 Mops Ful Duplex

(110 Mups Half Duplex

(O Disablod (2) Enabled

(*) Disabled () Enabled

[ Submit Updated System Configuration

|| Reset Form |

Figure 4

Page 8

PH17/11/2011



Site 2B PTP300 configuration settings

This page conrtrols the LAN configuration of the PTP wireless unit

P Address 196 168 |4 1202
Subnet Mask 255 | 255 256 0
Gatewny P Address 196 168 4 | 254
Use VLAN For Menagement interfaces  No VLAN Taggng v
Data Port Auto Negotistion O Dmsabled (=) Enabled
(#1100 Mbps Full Duplex
D R Ao G (%1100 Mbps Half Duplex
(%110 Mops Ful Duplex
(%110 Mbps Halt Duplex
Data Port Auto Make ) Disabled (=) Enabled
Data Port Wireless Down Alert (©) Disabled () Enabled
L Submit Updated System Configuration || ResetForm |
Figure 5

Site 3 PTP300 configuration settings

This page cordrols the LAN configuration of the PTP wireless unit

IP Address

Subret Mask

Gateway IP Address

Use VLAN For Managemert interfacss
Data Port Auto Negatiation

Data Port Auto Neg Advertisment

Data Port Auto Mdkx
Data Port Wireless Down Alert

196

196
255 |1255 ||
168 |4
No VLAN Tagging v |
O Disabled (> Enabled

(%1100 Mbps Full Duplex

(1100 Mbps Halt Duplex

(%110 Mbps Ful Duplex

[]10 Mops Halt Duplex

O Disabled ) Enabled

() Disabled () Enabled

| Submt Updeted System Configuration

][ Reset Form 1

Figure 6
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Master repeater CPS settings

General Settings

Too OCWID Micophons
Rado Name  Master
meso0 [
SIT (ms) m
Group Cal Hang Time (ms) m
Private Call Hang Time (m) [4000 =
Emergency Call Hang Trme (ms) [4000 =
CatHang Tme (sec) 37 2
Repest Gon (8) [00 =
Acterna Relsy Deley Temer (ma) [100
TXLowPower W) [55 =
TXrigh Power (W) [200 =

Desble NLEDs [~

Sackup Repeater [

Cogephg Password l

Figure 7
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Figure 8
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Peer 1 repeater CPS settings

General Settings

Iop QOWD  Microphoos

Rado Name  Peer 1

Radoll B
st o]
Group Call Hang Time (ms) 3000 =]
Frivate Cal Hang Teme (ma)  [a000 =
Emergency Cat Hang Teme (ms) 4500 =
Call Hang Time (sec) m
et @[55
Actenna Relsy Ostay Temes (ma) [100 =

TXLowPower W) [55 =+

TX High Power (W) |20 ==
Dissbie MLEDs [
Backup Repester [~

Codephug Password I

Figure 9

Ioo MadeMaeom  UaGslatstesnl (S Corowd & Reosaer Pocsomns

Faaw # " - » 1
fccamsary F TR MR N2

L I )

Radio Network

CAeteon [ o

Ca Grung Watwor r_»a

Lok £ stabiinbemom
Lo Trow |u— -I

T

Mester | o " . »t

once I

Ewnrnt i w AL . L]

el T ™ . 24

Ostowayetruse. | 6 365 M6 O

UDP Part |nnun a

P Powant O i cvec) [ 3

Master Avston b | _]

W Site Connect

Gascor Dvrsder ‘o) Im 3,
Seeces letervel ives) ln E_

Figure 10
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Peer 2 CPS settings

General Settings

Top CWID Microphone

Radio Name  [Poer 2
rasoid B
ST (ms) [a000 =]
Group Cal Hang Tme (ms) 3000 =]
Private Cai Hang Time (ms) 4000 =]
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Figure 11
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Figure 12
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MOTOTRBO and ADSL (no

VPN)

Another way of providing IP Site Connect service across sites, which (in some cases) may not
have microwave (wireless broadband) connectivity, is to use ADSL. In order for such a system to
work, the WAN port of the router/modem at the Master site must have a static IP address. This
static IP address is allocated by the internet service provider for which there is an additional (large)

monthly fee.

Since the majority of bandwidth usage will be outbound, the ISP has to configure the service for
high upload rate - in most cases it is the other way around. Most ADSL connections are designed
for users to browse the web and download emails thus the majority of the bandwidth will be
consumed by downloading videos (Youtube) and pictures.

) Mozilka Firefox
Elo &t How Hgtory Qockmads ok Hep
Betp: 1192 165, 2.1 ke, st

L y 192.168.2.1

kb

O vodafone

Status
YRAN
LA your network

INTERNET

ADSL. CONNECTED
Mode G.9925 (ADSL2+)
Download 6911 Kbps
Upload 733 Kbps

WAN P B£59.35.13

Gateway. 8455321

# Reconnect

DHCP Client Log

1p=152,168.2.100
1p=152,168.2.102

DSLEanBan 802
Flomasan Varman 20 .02.239

Current Time: 14.11.2011 (Mon) - 17:37:42

GATEWAY

P Address. 19216821
Subnet Mask: 265 255 255 0
OHCP Sarver  Enabled
Firewall Enabled

UPnP. Enabled

Subret Mask: 255255256255 Wiweless: Enabled

Primary DNS. 19550140 248
Secondary DNS 19550140114

View information on LAN DHCP clients récorded on the router

wao~A4~ED-4E-36-C8-DK

You can use the Status screen to see the connection status for the router's WANLAN inferfaces, firmware and hardware vession
numbers, any illegal attempts 1o sccess your nelwork | as well as informatson on all DHCP client PCs currently connected 1o

INFORMATION

Numbsrs of OHCP Chents: 2

Rurtima Code Yersion 2002 231

(18 06 2011.03 30 26)

Boot Code Version V10001

ADSL Modemn Code Version 2152 1.2B
LAN MAC Address, 00-23-08-F2-7660
Wireless MAC Address: 00-23-08-F2-76-50
WAN MAC Address: 00-2308-F2.76-61
Hardware Varsion: 01

Senal Num:  RS440003047

mac=00-21-64-55-12-8X pame=I¥GE6-25081

Figure 13

The above Router has been configured to provide 6,9MBps downstream and only 733kbps
upstream. In a MOTOTRBO network, consisting of three repeaters, the upstream will be around
80kbps and the downstream around 16kbps.
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The Internet via Wﬂ.__)}

Site 2 Site 3
Figure 14
Radio Both Router
Device ID Radio IP Master IP LAN IP Gateway IP DHCP WAN IP
Master 1 |192.168.10.1 0.0.0.0.0 196.168.2.110 192.168.2.1 x N/A
ADSL Master Router N/A N/A 196.168.2.1 84.59.32.1" x 84.59.32.13"
Peer 1 2 |192.168.10.1 | 84.59.32.13" Assigned® Assigned® v N/A
ADSL Router N/A N/A 196.168.2.1 Assigned” v Assigned”
Peer 2 3 |192.168.10.1 | 84.59.32.13" Assigned® Assigned® v N/A
ADSL Router N/A N/A 196.168.2.1 Assigned” v Assigned”

Radio UDP Port = 50000

‘Assigned by ISP (Fixed)

?Assigned by ISP (DHCP)

®Assigned by Local Router (DHCP)

In the above diagram, the repeaters are connected to the internet via ADSL modems. A typical
ADSL modem (router) is a sophisticated device that connects to the Internet Service Provider
using ADSL and provides connectivity for several computers via Ethernet and WiFi. The ADSL
router then transfers IP data between the computers and the internet. The computers connected to
the router can connect to the internet via the router. On top of that, the router provides some
degree of protection to the computers against attackers.

In the MOTOTRBO radio network, the repeaters would connect to the internet (WAN) in the same
way a computer would despite being a fairly simple device.
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O vodafone

Port Mapping

TR You can corfigure the router 33 a wirtual sener S0 thad remote users accessing services such as the Web or FTP st your local ste
SNME ¥ public IP addresses can be automatcally redwected to local semvers configured with private IP addresses. i other words,
depandng on 1he requastad serice (TCPAIDP port number), the router redeecis the extemal semice reguast to the appropnate
DNE & DDNE server (located at another internal 1P address). This tool can support both port ranges, multiple ports, and combinations of the two
NAT For example
» Adlitress Mappeng
S Port Ranges: ex 100-150
+ Port Mapping
=t Muttiple Ports: ex 2511080
» Epouisl Application Combinabon: ex 25.10080
» AT Mappig Tabile
ELESE
WRELRa No. LANIP Protocol Type  LANPot  Publc Pot  Ensble Configure
1 1921882110  UOP 50000 0000 v ¢ X
o))
Lencolsl \E
DSLEanBa 802
Flemwaane Vamman 20 02231
Figure 15

The above screenshot shows how the UDP port would be mapped in the ADSL Router. The above

setting says that any UDP port 50000 traffic that arrives on the WAN, must be forwarded to IP
address 192.168.2.110 (i.e. the Master DR3000).
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MOTOTRBO and ADSL (with VPN)

One way of providing IP Site Connect service across sites which may not have microwave
connectivity, is to use ADSL. To overcome the requirement for a static WAN IP address at the
Master site, is to use VPN (Virtual Private Networking). VPN offers an additional benefit in that IP
packets transferred across the internet are encrypted thus providing the customer additional

communications security.

As the name suggests, VPN creates a virtual private network on the internet. This makes all the
sites seem as if they are on the same network. Most importantly, the VPN also eliminates the need
for a static IP WAN address at the Master site. The Master repeater will still need to be configured
with a static IP address on the LAN but this is fairly simple.

The VPN however will create additional consumption as the various routers in the network maintain

the connection.

e n Network
< | » || ShowAll | Q
Location: | Automatic -
o Wi-Fi -
> Status: Connected
= Connect Time: 00:04:40 Sent:
0 Q IP Address; 192.168.3.59 Received:
@ Ethermet Configuration: | Default :
@ iPhone USB Server Address: vpn. .com
Account Name: michael

® g!uetootvh .PAN

Encryption: = Automatic (128 bit or 40 bit) s
Authentication Settings...
Disconnect
L3
T Tas Show VPN status in menu bar Advanced... ?
_53
J 71 Click the lock to prevent further changes. Assist me... Revert Apply
Figure 16
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Site 1 Site 2 Site 3
Figure 17
Radio Both Router
Device ID Radio IP Master IP LAN IP Gateway IP | DHCP | WAN IP
Master 1 |192.168.10.1 0.0.0.0.0 196.168.2.110 192.168.2.1 x N/A
ADSL Master Router N/A N/A 196.168.2.1 Assigned® v Assigned®
Peer 1 2 |192.168.10.1 |196.168.2.110| Assigned" Assigned* v N/A
ADSL Router N/A N/A 196.168.2.1 Assigned® v Assigned®
Peer 2 3 |192.168.10.1 |196.168.2.110| Assigned" Assigned* v N/A
ADSL Router N/A N/A 196.168.2.1 Assigned* v | Assigned*

Radio UDP Port = 50000

'Assigned by ISP (DHCP)

?Assigned by Local Router (DHCP)
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Further reading

MOTOTRBO System Planner
MOTOTRBO IP Site Connect Integration Guide
TCP/IP For Dummies ISBN: 978-0-470-45060-4 http://bit.ly/tYzb12

Networking For Dummies ISBN: 978-0-470-53405-2 http://bit.ly/tEeJnn

vV VYV VYV V V

Bandwidth link calculation for MotoTrbo: on http://download.ard.co.za & on CPS DVD

Authored and compiled by Philip Hime (Alcom Radio Distributors) in collaboration with Wayne
Holmes (Motorola Solutions)
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